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Trusted backup and recovery so�ware
solu�ons

It can be challenging for organiza�ons to manage the cost,
complexity and capabili�es of their backup systems,
especially when they collect, process and store more
informa�on than ever before. Backup administrators feel the
pressure of increasingly stringent compliance demands such
as growing infrastructure complexity, flat IT budgets, and
increasing regula�on and compliance requirements, such as
those stemming from the Sarbanes-Oxley Act (SOX), the
Health Insurance Portability and Accountability Act (HIPAA),
and the General Data Protec�on Regula�on (GDPR).
IBM® Spectrum® Protect provides scalable data protec�on for
physical file servers, applica�ons, and virtual environments.

Organiza�ons can scale up to manage billions of objects per
backup server. They can also reduce backup infrastructure
costs with built-in data efficiency capabili�es and store data
on tape, on-premises object storage as well as public cloud
services. IBM Spectrum Protect can also be a data offload
target for IBM Spectrum Protect Plus, providing ability to
leverage your exis�ng investment for long-term data
reten�on and disaster recovery.

Simplified backup administra�on

Backups can be managed by IBM Spectrum Protect
Opera�ons Center, VMware vSphere Client or third-party
so�ware. IBM Spectrum Protect Opera�ons Center delivers
breakthrough visibility and ease of use for backup
administrators, reducing the level of exper�se required.
Server administrators can restore individual virtual machines
from the VMware vSphere Client or launch the IBM Spectrum
Protect VMware graphical user interface to schedule, monitor
and perform backups.

Mul�-workload data
protec�on lowers
opera�onal costs

Tremendous scalability to
support massive data
growth

Storage efficiency with
incremental forever
backups and data reduc�on

Cyber resiliency support
provides data monitoring
and air gap to tape

Data reten�on op�ons
include on-premises and
cloud storage

Leverage for data reten�on
and disaster recovery



IBM Spectrum Protect blueprints are designed to help reduce 
deployment �me and guesswork by automa�ng deployment 
steps and integra�ng best prac�ces for small, midsized and 
large environments.
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Simplified solu�on bundles—such as IBM Spectrum Protect Suite and IBM Spectrum Storage
Suite—help clients get up and running fast with easy-to-manage licensing for IBM Spectrum
Protect that includes snapshots and popular backup agents for virtual environments, databases,
email and enterprise resource planning.

Built-in cloud integra�on

Backup to the cloud or backup in the cloud is simple, secure and cost-effec�ve with IBM
Spectrum Protect. IBM Spectrum Protect container storage pools enable external cloud and
object storage without addi�onal hardware or gateways on popular cloud environments such as
IBM Cloud, IBM Cloud Object Storage, Amazon Simple Storage Service (Amazon S3), Google
Cloud Storage, Microso� Azure Blob storage, and other validated S3 object storage services.
These container storage pools include in-line deduplica�on for efficient use of space and
bandwidth as well as encryp�on to ensure that your data is secure.
IBM Spectrum Protect also provides Representa�onal State Transfer (REST) applica�on
programming interfaces (APIs). IBM Resiliency Services and IBM Business Partners offer a
number of cloud-based data protec�on solu�ons for pay-as-you-go backup and recovery in the
cloud.1

IBM Spectrum Protect Opera�ons Center provides an advanced visual dashboard, built-in analy�cs an integrated workflow 
automa�on features to drama�cally simplify backup administra�on.

partner.it.com.br/ibm-spectrumprotect-plus
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Reduced backup infrastructure costs

IBM Spectrum Protect can help users save in backup infrastructure costs. Savings are typically
found in storage media, backup servers, data center floor space, power and cooling. IBM
Spectrum Protect high-performance deduplica�on, compression and incremental forever
capabili�es work together to reduce backup storage requirements.
IBM Spectrum Protect efficiency capabili�es are enabled en�rely in so�ware. Addi�onal
hardware-based appliances aren’t needed for deduplica�on, encryp�on, network accelera�on
or cloud access.

For maximum cost flexibility, IBM Spectrum Protect enables a broad choice of storage op�ons
for backup data, including flash, disk, tape, object stores and public clouds.

Scalable performance

Organiza�ons of all sizes need advanced data-protec�on capabili�es. Organiza�ons with fewer
than 50 managed servers or less than 100 terabytes of backup data can choose specially priced
IBM Spectrum Protect entry-level solu�on bundles.

IBM Spectrum Protect servers can expand to manage billions of objects per server, so there is
less disrup�on and complexity as backup workloads grow.

As data grows, IBM Spectrum Protect backups can be augmented with advanced agents and
snapshots that can reduce backup and restore �mes for large applica�ons and virtual machines.

Backup informa�on can also be replicated between mul�ple IBM Spectrum Protect servers at
different sites, either on-premises or hosted in the cloud. IBM Spectrum Protect Extended
Edi�on includes policy-driven remote replica�on, which can significantly reduce storage space
requirements at primary backup sites. Organiza�ons needing faster data transfer can enable the
IBM Spectrum Protect High Speed Data Transfer op�on, which uses patented IBM Fast,
Adap�ve and Secure Protocol (IBM FASP®) technology to transfer data faster than TCP over
high-latency or high-loss networks.

Op�mized data protec�on

IBM Spectrum Protect is a complete solu�on. It enables advanced data protec�on for current
and next-genera�on environments, including cloud, virtualized and so�ware-defined
environments; core applica�ons; and remote facili�es. In addi�on, applica�ons that are capable
of wri�ng to S3 targets can also leverage the automated and flexible policy management of IBM
Spectrum Protect. Data managed by IBM Spectrum Protect is easily replicated to off-site recovery 
facili�es for safekeeping.
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Backups are important, but restores are essen�al. IBM Spectrum Protect solu�ons enable fast,
flexible restores from primary and remote recovery sites. IBM Spectrum Protect helps recover
individual items, complex systems and en�re data centers. Recovery simulators provide
assurance that systems can be recovered as expected.

A self-service restore portal enables data, server and applica�on owners to easily recover their data.

Virtualized, so�ware-defined infrastructures

IBM Spectrum Protect for Virtual Environments and IBM Spectrum Protect Snapshot can back
up and restore data residing in virtual, so�ware-defined environments without nega�vely
impac�ng applica�ons and opera�ons that share the underlying physical resources. IBM offers a
choice in data protec�on op�ons, including incremental “forever” backups and hardwareassisted 
snapshots.

Flexible recovery

Flexible recovery op�ons in IBM Spectrum Protect are designed to simplify common restore
requests, including:

  Portal de restauração de autoatendimento

  Individual item, database, volume-level, and data store restores from snapshots

  IBM Cloud Managed Backup services can be found here: ibm.com/services/us/en/it-services/business-con�nuity/cloudmanaged-backup; IBM Business 
Partners offering IBM Spectrum Protect-based cloud services can be found here:
ibm.com/partnerworld/wps/servlet/ContentHandler/isv_com_dvm_techval_�voli_BackedUpByTSM

1
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Near-instant access to backup data for Microso� Windows and Linux Intel-based servers and
Windows worksta�ons

Snapshot copying, browsing and recovery

Automa�c restores from an alternate backup server if the primary backup server is unavailable

Simplified disaster-recovery audits, recovery simulators and guided recovery from disasters

Data life cycle automa�on

Os conjuntos de retenção fornecem automação do ciclo de vida dos dados por meio de regras de 
polí�ca flexíveis que aproveitam dados de recuperação operacional para atender aos requisitos de 
retenção de longo prazo, eliminando a necessidade de ingerir cópias adicionais. Além disso, o IBM 
Spectrum Protect permite que os clientes movam dados automa�camente do armazenamento de custo 
mais alto ao armazenamento de custo mais baixo por meio de polí�cas definidas de retenção à medida 
que envelhecem.

Integra�on with IBM Spectrum Protect Plus

O IBM Spectrum Protect fornece no�ficações de segurança para possíveis ataques de ransomware. 
Depois sessões de backup do cliente, as esta�s�cas são analisadas quanto a sinais de infecção por 
ransomware, front-end a detecção de anomalias monitora o fluxo de dados e os padrões de 
desduplicação para a�vidades suspeitas; se sinais estão presentes, os administradores são no�ficados e 
uma mensagem de aviso é exibida no Centro de Operações . A autorização de duas chaves para 
comandos do administrador oferece maior segurança e requer autorização dupla para evitar a perda de 
dados. Além disso, criptografia de dados e suporte na�vo para fita aumentar a proteção e garan�r a 
resiliência ciberné�ca.
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IBM Spectrum Protect at a glance

Backup server com ponents

• IBM Spectrum  Protect - Autom ates data  backup and restore functions,  supports a  broad range of platform s
and storage devices,  reduces the data  storage footprint and m ainta ins a  cata log  of protected data
• IBM Spectrum  Protect Plus - Provides near-instant recovery, replication, reuse, and self-service for virtua l
m achines,  Windows file system s, databases,  applications,  and conta iners in hybrid m ulticloud environm ents
• IBM Spectrum  Protect Extended Edition - Adds disaster-recovery m anagem ent,  node replication, network
data  m anagem ent protocol (NDMP)  backup and la rge tape library support
• IBM Spectrum  Protect Operations Center - Provides an at-a-g lance view of the data  protection environm ent,
m onitors m ultiple servers,  com pletes adm inistrative tasks,  which sim plifies day-to-day operations,  reporting
and enables faster problem  resolution. 
• IBM Spectrum  Protect High Speed Data  Transfer - Im proves replication throughput over high la tency, high-
packet-loss wide area  networks
• IBM Spectrum  Protect for Data  Retention - Enables long-term  record retention with flexible hold and release
processing
• IBM Spectrum  Protect for SAN - Enables SAN-attached IBM Spectrum  Protect servers and user system s to
use Fibre Channel connections to storage system s for data  backup 

Backup agent for virtua l environm ents and core applications— Enables high-perform ance, online backups and
flexible restores,  which can increase application ava ilability

• IBM Spectrum  Protect for Virtua l Environm ents - Works with VMware and Microsoft Hyper-V virtua l servers
and hosted applications
• IBM Spectrum  Protect for Mail - Works with HCL Dom ino® and Microsoft Exchange
• IBM Spectrum  Protect for Databases - Works with Oracle and Microsoft SQL Server
• IBM Spectrum  Protect for Enterprise Resource Planning  - Works with SAP and SAP HANA

Snapshot m anagem ent

• IBM Spectrum  Protect Snapshot - Enables application-aware, hardware-assisted snapshot backup and
recovery m anagem ent for m ost m ajor IBM and non-IBM storage system s

Continuous data  protection

• IBM Spectrum  Protect for Workstations - Provides continuous, autom ated backup of desktop and laptop
workstations running  Windows operating  system s

Hierarchica l space m anagem ent (HSM)  - Enables policy-based m igration of inactive data  to tape, leaving  the
directory structure on disk so users don’t have to change the way they access their files

• IBM Spectrum  Protect HSM for Windows - Works with Windows data
• IBM Spectrum  Protect for Space Managem ent - Works with AIX and Linux data

Ava ila b le  com p on e n ts IBM S p e ctru m  Prote ct S u ite  –
F ron t En d

IBM S p e ctru m  Prote ct S u ite

IBM Spectrum  Protect Extended Edition Extended Edition

IBM Spectrum  Protect Snapshot • • 

IBM Spectrum  Protect for Virtua l
Environm ents

• • 

IBM Spectrum  Protect for Mail • • 

IBM Spectrum  Protect for Databases • • 

IBM Spectrum Protect solu�on bundles at a glance
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Ava ila b le  com p on e n ts IBM S p e ctru m  Prote ct S u ite  –
F ron t En d

IBM S p e ctru m  Prote ct S u ite

IBM Spectrum  Protect for Enterprise
Resource Planning

• • 

IBM Spectrum  Protect backup-archive
client for file system s

• • 

IBM Spectrum  Protect for Storage Area
Networks

• • 

IBM Spectrum  Protect for Space
Managem ent

• • 

IBM Spectrum  Protect Plus • • 

License plan

By capacity License by capacity protected by
the products in the bundle.

*IBM Spectrum  Protect Plus is
licensed by either VMs or
capacity - A sim ple conversion
ratio to TB is required

License by capacity used for
m anaged backup data ,
m easured after deduplication
and other efficiency features are
used.

*IBM Spectrum  Protect Plus is
licensed either by VMs or
capacity - A sim ple conversion
ratio to TB is required

By m odel Perpetua l license Perpetua l license / Utility license
/ Com m itted Term  License

Entry offerings ( som e restrictions apply) IBM Spectrum  Protect Suite Entry
- Front End

IBM Spectrum  Protect Suite
Entry

Capacity 100 TB of m anaged backup data ,
m easured by capacity protected
by the products in the bundle

100 TB of m anaged backup data ,
m easured after deduplication
and other efficiency features are
used

IBM Spectrum  Protect Plus for
Microsoft Office 365

Provides backup and recovery for Microsoft Exchange Online and Microsoft
OneDrive. It drives operationa l efficiency and helps ensure com pliance by
m anag ing  and reta ining  Microsoft Office 365 m ailboxes,  ca lendars,  contacts,
and shared folders as part of an overa ll data  protection solution

IBM Spectrum  Protect Suite -
Archive Option

Provides a  lower price for archive data  stored on tape or virtua l tape
libraries.

IBM Spectrum  Protect Suite -
Cloud Object Storage Option

Provides a  lower price when using  IBM Cloud Object Storage as a  target for
your backup and archive data .

Op�onal Add on Features / Purchased separately
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Why IBM? For more informa�on

IBM data protec�on solu�ons offer a
simplified user experience that helps deliver
superior business outcomes. IBM is using
applied analy�cs to make backup and
storage management so�ware more
intelligent, so users can deliver global data
availability. IBM con�nues to innovate,
bringing first-to-market capabili�es—built on
a solid founda�on of trusted technology—to
increasingly complex backup and recovery
environments.

To learn more about IBM Spectrum Protect,
including pla�orms supported and system
requirements, contact your IBM
representa�ve or IBM Business Partner, or
visit:
partner-it.com.br/ibm-spectrum-protect

https://partner-it.com.br/ibm-spectrum-protect/
https://partner-it.com.br/ibm-spectrum-protect/
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